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The Bro Network Security Monitor

Why Choose Bro? Bro is a powerful network analysis framework that is much different from the typical

IDS you may know.

Adaptable

Bro's domain-specific scripting language enables site-

specific monitoring policies.

Efficient

Bro targets high-performance networks and is used

operationally at a variety of large sites.

Flexible

Bro is not restricted to any particular detection approach

and does not rely on traditional signatures.

In-depth Analysis

Bro comes with analyzers for many protocols, enabling

high-level semantic analysis at the application layer.

Highly Stateful

Bro keeps extensive application-layer state about the

network it monitors.

Open Interfaces
Bro interfaces with other applications for real-time

exchange of information.

QUICK LINKS

Upcoming Events

m Sep 18 & 19: Bro Workshop
Europe
Karlsruhe, Germany

= Oct 10-12: BroCon 2018
Arlington, VA

All Events

Bro YouTube channel

Try Bro in your browser '

TWITTER @BRO_IDS

Tweets by @Bro_IDS

BLOG B

Broker is Coming, Part 2:
Replacing &synchronized
7/19/2018

Conservancy and Bro Announce
End to Bro's Member Project Status
6/4/2018

Broker is Coming: Persistent Stores
5/25/2018
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Bro: A System for Detecting Network Intruders in Real-Time

Vern Paxson
Network Research Group

Lawrence Berkeley National Laboratory*
Berkeley, CA 94720
vern@ee.lbl.gov

USENIX Technical Program - 7th USENIX Security
Symposium, 1998




Prior to developing Bro, we had significant operational ex-
perience with a simpler system based on off-line analysis of
tcpdump [JLM&9] trace files. Out of this experience we
formulated a number of design goals and requirements:
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Bringing Science Solutions to the World

Van Jacobson*

University of California
Lawrence Berkeley Laboratory
Berkeley, CA 94720
van@helios.ee.lbl.gov

TCPDUMP(1) TCPDUMP(1)

NAME
tcpdump - dump traffic on a network

SYNOPSIS
tcpdump [ -AbdDefhgHIJKLLNNOpPgRStuUvxX ] [ -B buffer_size ] [ -c¢ count
]

[ -C file_size ] [ -G rotate_seconds ] [ -F file ]

N =14 interfara 1 I -9 +c+amn +yvine 1 I _lr (fmatndntan ara) 1
PCAP(3PCAP) PCAP(3PCAP)
NAME

pcap - Packet Capture library
SYNOPSIS

#include <pcap/pcap.h>
DESCRIPTION

The Packet Capture 1library provides a high level interface to packet
capture systems. ALl packets on the network, even those destined for



Prior to developing Bro, we had significant operational ex-
perience with a simpler system based on off-line analysis of
tcpdump [JLM89] trace files. Out of this experience we
formulated a number of design goals and requirements:

High-speed, large volume monitoring

No packet filter drops
Real-time notification

Mechanism separate from policy

Extensibl
xtensible  \*0id simple mistakes

The monitor will be attacked



Original Architecture

» Taps network link passively, sends up a
copy of all network traffic.



Original Architecture

Filtered Packet
Stream

Tecpdump
Filter

 Kernel filters down high-volume stream
via standard libpcap packet capture
library.

Packet Stream



Original Architecture

l Event Event

Control Stream

Tcpdump Filtered Packet
Filter Stream

I’acket Stream

- “Event engine” decodes protocols,
distills filtered stream into high-level,
policy-neutral events reflecting underlying

network activity
—  E.g., connection_attempt, http_reply,
teredo_authentication
—  These span a range of semantic levels
—  Currently ~700+ different types



Original Architecture

Real-time Action
Log Archive

 Script written in Domain Specific
Policy Script Interpreter Language processes event stream,

l Incorporates:
Event Engine

—  Context/state from past events
Tcpdump Filtered Packet
Filter Stream

Event
Stream

Event

Control —  Additional input sources

—  Site’s particular policies

Packet Stream



Original Architecture

Real-time Action
Log Archive

 Script written in Domain Specific
Policy Script Interpreter Language processes event stream,
l Incorporates:

Event
Stream

Event

—  Context/state from past events
Control

— Additional input sources
—  Site’s particular policies

Event Engine

. and takes action:

l Tcpdump IFiltered Packet Records to disk - extensive logs
Filter Stream Generates real-time alerts
Executes programs as a form of
response

Packet Stream



Original Architecture
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Log Archive
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"\, National Science Foundation
b WHERE DISCOVERIES BEGIN

Award Abstract #0334088

STI: Viable Network Defense for Scientific Research Institutions

NSF Org:

Program Manager:

Start Date:

End Date:

Awarded Amount to Date:

Investigator(s):

ACI
Div Of Advanced Cyberinfrastructure

Kevin L. Thompson
ACI Div Of Advanced Cyberinfrastructure
CSE Direct For Computer & Info Scie & Enginr

November 1, 2003
October 31, 2007 (Estimated)

$1,629,392 ?

Vern Paxson vern@icsi.berkeley.edu (Principal Investigator)



& Nartional Science Foundation
WHERE DISCOVERIES BEGIN

Award Abstract #0334088

STI: Viable Network Defense for Scientific Research Institutions

NSF Org:

Program Manager:

Start Date:

End Date:

Awarded Amount to Date:

Investigator(s):

ACI
Div Of Advanced Cyberinfrastructure

Kevin L. Thompson
ACI Div Of Advanced Cyberinfrastructure
CSE Direct For Computer & Info Scie & Enginr

November 1, 2003
October 31, 2007 (Estimated)
$900,000.00

Vern Paxson vern@icsi.berkeley.edu (Principal Investigator)
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Bro Cluster Ecosystem

T Internal
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Bro Client Communication Library
BroControl J Broccoli Python )
Broccoli :
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User Interface .
(Broccoli Perl) )

~
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Bro Cluster Ecosystem

Tap Internal

v >

External Bro

External Scripts '—

Bro Client Communication Library

Broccoli Python )

Broccoli
(Broker) Broccoli Ruby )

(Broccoli Perl) )
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Bro Cluster Ecosystem

Tap Internal
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Load-
Balancer

External Bro

External Scriptﬂ—

Bro Client Communication Library

Broccoli Python )
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& Nartional Science Foundation
WHERE DISCOVERIES BEGIN

Award Abstract #0627320

CT-T: Approaches to Network Defense Proven in Open Scientific

Environments

NSF Org:

Program Manager:

Start Date:

End Date:

Awarded Amount to Date:

Investigator(s):

0

NS
Division Of Computer and Network Systems

Carl Landwehr
CNS Division Of Computer and Network Systems
CSE Direct For Computer & Info Scie & Enginr

October 1, 2006
September 30, 2009 (Estimated)
$1,999,054 ?

Vern Paxson vern@icsi.berkeley.edu (Principal Investigator)
Mark Allman (Co-Principal Investigator)
Robin Sommer (Co-Principal Investigator)
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WHERE DISCOVERIES BEGIN

Award Abstract #0627320

CT-T: Approaches to Network Defense Proven in Open Scientific

Environments

NSF Org:

Program Manager:

Start Date:

End Date:

Awarded Amount to Date:

Investigator(s):

0

NS
Division Of Computer and Network Systems

Carl Landwehr
CNS Division Of Computer and Network Systems
CSE Direct For Computer & Info Scie & Enginr

October 1, 2006
September 30, 2009 (Estimated)
$236,066.00

Vern Paxson vern@icsi.berkeley.edu (Principal Investigator)
Mark Allman (Co-Principal Investigator)
Robin Sommer (Co-Principal Investigator)
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an: National Science Foundation
WHERE DISCOVERIES BEGIN

Award Abstract #1032889

SDCI Sec Improvement: Enhancing Bro for Operational Network
Security Monitoring in Scientific Environments

NSF Org:

Program Manager:

Start Date:

End Date:

Awarded Amount to Date:

Investigator(s):

ACI
Div Of Advanced Cyberinfrastructure

Anita Nikolich
ACI Div Of Advanced Cyberinfrastructure
CSE Direct For Computer & Info Scie & Enginr

September 1, 2010
August 31, 2014 (Estimated)
$2,995,905 7

Robin Sommer robin@icsi.berkeley.edu (Principal Investigator)
Vern Paxson (Co-Principal Investigator)
Adam Slagell (Co-Principal Investigator)



Award Abstract #1032889

National Science Foundation
WHERE DISCOVERIES BEGIN

SDCI Sec Improvement: Enhancing Bro for Operational Network
Security Monitoring in Scientific Environments

NSF Org:

Program Manager:

Start Date:

End Date:

Awarded Amount to Date:

Investigator(s):

ACI
Div Of Advanced Cyberinfrastructure

Anita Nikolich
ACI Div Of Advanced Cyberinfrastructure
CSE Direct For Computer & Info Scie & Enginr

September 1, 2010

August 31, 2014 (Estimated)

$2,995,905.00

Robin Sommer robin@icsi.berkeley.edu (Principal Investigator)
Vern Paxson (Co-Principal Investigator)
Adam Slagell (Co-Principal Investigator)
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bstract #1032889

SDCI
Securi
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More specifically, this project (1) improves the perspective of

Bro's end-users by providing extensive up-to-date documentation and
support, and refining many of the rough edges that the system has
accumulated over time; (2) unifies and modernizes Bro's current code
base that has evolved over 14 years of active development; (3)
improves Bro's processing performance to the degree required for
operation in current and future large-scale scientific environments;
and (4) adds new data analysis functionality in the form of a highly

interactive graphical user interface and a transparent database

Investigator(s): Robin Sommer robin@icsi.berkeley.edu (Principal Investigator)
Vern Paxson (Co-Principal Investigator)
Adam Slagell (Co-Principal Investigator)
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More specifically, this project (1) improves the perspective of

Bro's end-users by providing extensive up-to-date documentation and
support, and refining many of the rough edges that the system has
accumulated over time; (2) unifies and modernizes Bro's current code
base that has evolved over 14 years of active development; (3)
improves Bro's processing performance to the degree required for
operation in current and future large-scale scientific environments;
and (4) adds new data analysis functionality in the form of a highly

interactive graphical user interface and a transparent database

Investigator(s): Robin Sommer robin@icsi.berkeley.edu (Principal Investigator)
Vern Paxson (Co-Principal Investigator)
Adam Slagell (Co-Principal Investigator)
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"\, National Science Foundation
». WHERE DISCOVERIES BEGIN

Award Abstract #1348077
A Bro Center of Expertise for the NSF Community

NSF Org: ACI
Div Of Advanced Cyberinfrastructure

Program Manager: Kevin L. Thompson
ACI Div Of Advanced Cyberinfrastructure
CSE Direct For Computer & Info Scie & Enginr

Start Date: October 1, 2013
End Date: September 30, 2016 (Estimated)

Awarded Amount to Date: $3,729,977 7

Investigator(s): Robin Sommer robin@icsi.berkeley.edu (Principal Investigator)
Vern Paxson (Co-Principal Investigator)
Adam Slagell (Co-Principal Investigator)



& Nartional Science Foundation
WHERE DISCOVERIES BEGIN

Award Abstract #1348077
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NSF Org: ACI
Div Of Advanced Cyberinfrastructure

This activity promotes Bro as a comprehensive, low-cost security capability for these
communities; providing guidance and support on all aspects of a Bro installation. The
project devises reference scenarios for deployment and integration; and develops novel
technical capabilities that cater to NSF environments. The project supports existing Bro
users in optimizing and extending their setups, and makes Bro's capabilities available to
new sites and projects that lack the resources to deploy Bro effectively on their own. At a
technical level, the project is the focal point of Bro's open-source development,
maintaining its code base and documentation. To the research community, the project acts
as a facilitator for transitioning networking research results into practice by leveraging Bro
as a deployment platform.
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