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SSL/TLS Protocol

 Record based protocol

 Record header is never encrypted, only payload Is
(after the handshake is done)

%/—J

Record Header




SSL/TLS Protocol

 Record based protocol

 Record header Is never encrypted, only payloat

(after the handshake is done)

Type | Version | Length
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Record Header

Payload

Common record types:
* Change Cipher Spec
e Alert

e Handshake

* Application Data




SSL/TLS Protocol

 Record based protocol

 Record header is never encrypted, only payload Is
(after the handshake is done)
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Bro SSL - v1.5.3

ssl_certificate _seen

ss| _certificate

ssl_conn_attempt

ss| conn_alert

ssl_conn_server_reply

ss| _conn_weak

ss| conn_established

ss| _session_insertion

ss|_conn_reused

process_X509_extensions

ss| X509 error




Bro SSL - v1.5.3

ssl_certificate _seen ssl certificate

ss| conn attemgt ss| conn alert
ss| conn server regl¥ ss| conn weak
ss| conn established ss| session insertion

ss|l conn reused process X509 extensions

} ssl_ X509 error [

Client | Server

Client hello

Server hello

Certificate
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Server Key Exch

Client Key Exchange
Change Cigher Sgec

Change Cigher Sgec
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Bro SSL - v2.0

client_hello

server_hello

ss| session_ticket handshake

ss| _established

x509 certificate

ss| extension

ss| alert




Bro SSL - v2.1

client_hello

server_hello

ss| session_ticket handshake

ss| _established

x509 certificate

ss| extension

ss| alert




Bro SSL - v2.1

Several bug fixes

Parsing TLS server extensions works

ake

More information in log file

|

w

ss| extension

ss| alert




Bro SSL - v2.2

client_hello

server_hello

ss| session_ticket handshake

ss| _established

x509 certificate

ss| extension

ss| alert




Bro SSL - v2.2

Several bug fixes

Client/server random available

Support TLS 1.2

1ake

ss| extension

ss| alert




Bro SSL Events - v2.3

client _hello

server_hello

ss| session ticket handshake

ss| _established

x509 certificate

ss| _extension

ss| alert




Bro SSL Events - v2.3

client_hello

ssl_stapled_ocsp

ssl_change_cipher_spec

server_hello

ssl_encrypted_data

x509 extension

ssl session_ticket handshake

ssl_dh_server_params

x509 ext basic constraints

ss| established

ssl_change_cipher_spec

x509_ext_subject_alternative_name

x509 certificate

ssl_handshake_message

ssl_extension_elliptic_curves

ss| extension

ssl_encrypted_data

ssl_extension_application_layer_protocol_negotiation

ss| alert

ssl_extension_ex_point_formats

ss| _extension _server name

ss| server curve




Bro SSL events - v2.4

client _hello

ssl_stapled_ocsp

ssl_change_cipher_spec

server hello

ssl_encrypted_data

x509 extension

ss| session ticket handshake

ssl_dh_server_params

x509 ext basic constraints

ss| _established

ssl_change_cipher_spec

x509_ext_subject_alternative_name

x509 certificate

ssl_handshake_message

ssl_extension_elliptic_curves

ss| extension

ssl_encrypted_data

ssl_extension_application_layer_protocol_negotiation

ss| alert

ssl_extension_ex_point_formats

ss| extension server name

ss| server _curve
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Bro SSL events - v2.4

First DTLS support

TLS record layer fragmentation

ssl_change_cipher_spec

x509 extension

|

x509 ext basic constraints

ss| _established

ssl_change_cipher_spec

x509_ext_subject_alternative_name

x509 certificate

ssl_handshake_message

ssl_extension_elliptic_curves

ss| extension

ssl_encrypted_data

ssl_extension_application_layer_protocol_negotiation

ss| alert

ssl_extension_ex_point_formats

ss| extension server name

ss| server _curve




-Fragmentation

Type: | Version: | Length:
Handshake server_hello




-Fragmentation

Type: | Version: | Length: Type: | Version: | Length:
Handshake 1.2 66 Handshake 1.2 3804




-Fragmentation

Type: | Version: | Length: Type: | Version: | Length: Version: | Length: —
Handshake | 1.2 40 it | |Handshake | 1.2 20 e 1.0 3810




Bro SSL Events - v2.4

client _hello

ssl_stapled_ocsp

ssl_change_cipher_spec

server hello

ssl_encrypted_data

x509 extension

ss| session ticket handshake

ssl_dh_server_params

x509 ext basic constraints

ss| _established

ssl_change_cipher_spec

x509_ext_subject_alternative_name

x509 certificate

ssl_handshake_message

ssl_extension_elliptic_curves

ss| extension

ssl_encrypted_data

ssl_extension_application_layer_protocol_negotiation

ss| alert

ssl_extension_ex_point_formats

ss| extension server name

ss| server _curve




Bro SSL Events - v2.5

client _hello

ssl_stapled_ocsp

ssl_change_cipher_spec

server_hello

ssl_encrypted_data

x509 extension

ss|l _session_ticket handshake

ssl_dh_server_params

x509 ext basic constraints

ss| established

ssl_change_cipher_spec

x509_ext_subject_alternative_name

x509 certificate

ssl_handshake_message

ssl_extension_elliptic_curves

ss| _extension

ssl_encrypted_data

ssl_extension_application_layer_protocol_negotiation

ss| alert

ssl_extension_ex_point_formats

ss| _extension_server _name

ss|_server _curve




Bro SSL Events - v2.5

client _hello

ssl_stapled_ocsp

ssl_change_cipher_spec

server_hello

ssl_encrypted_data

x509 extension

ss|l _session_ticket handshake

ssl_dh_server_params

x509 ext basic constraints

ss| established

ssl_change_cipher_spec

x509_ext_subject_alternative_name

x509 certificate

ssl_handshake_message

ssl_extension_elliptic_curves

ss| _extension

ssl_encrypted_data

ssl_extension_application_layer_protocol_negotiation

ss| alert

ssl_extension_ex_point_formats

ss| _extension_server _name

ss| server _curve

ssl_extension_signature_algorithm
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Bro SSL Events - v2.5

Completely working DTLS support

More StartTLS

TLS 1.3 support

ssl_change_cipher_spec

x509 extension

x509 ext basic constraints

~~
(4

x509_ext_subject_alternative_name

1€

ssl_extension_elliptic_curves

ss| _extension

ssl_encrypted_data

ssl_extension_application_layer_protocol_negotiation

ss| alert

ssl_extension_ex_point_formats

ss| _extension_server _name

ssl|_server_curve ssl_extension_signature_algorithm




Bro SSL Events - v2.6

client_hello ss|_stapled_ocsp ssl_change_cipher_spec
server_hello ssl_encrypted_data x509_extension
ss|_session_ticket_handshake ssl_dh_server_params x509_ext_basic_constraints
ss|_established ssl_change_cipher_spec x509_ext_subject_alternative_name
x509_certificate ssl_handshake_message ssl_extension_elliptic_curves
ss| _extension ssl_encrypted_d ata ssl_extension_application_layer_protocol_negotiation
ssl_alert ssl_extension_ex_point_formats ss|_extension_server_name

ss| server _curve

ssl_extension_signature_algorithm




Bro SSL Events - v2.6

client _hello

ss|_stapled_ocsp

ssl_change_cipher_spec

server _hello

ssl_encrypted_data

x509 extension

ss| session ticket handshake

ssl_dh_server_params

x509 ext basic constraints

ss| established

ssl_change_cipher_spec

x509_ext_subject_alternative_name

x509 certificate

ssl_handshake_message

ssl_extension_elliptic_curves

ss| _extension

ssl_encrypted_data

ssl_extension_application_layer_protocol_negotiation

ss| alert

ssl_extension_ex_point_formats

ss| _extension_server _name

ssl _server _curve

ssl_extension_signature_algorithm

x509_ocsp_ext_signed_certificate_timestamp

ssl_extension_supported_versions

ssl_extension_psk_key_exchange_modes

ssl_extension_signed_certificate_timestamp

OCcsp_request

ocsp_request_certificate

OCSp_response_status

ocsp_response_bytes

ocsp_response_certificate

ocsp_extension




Bro SSL Events - v2.6

client_hello ss|_stapled_ocsp ssl_change_cipher_spec
server hello ssl encrvpted data x509 extension
OCSP su PPO rt IMS x509 ext basic_constraints
SpecC x509_ext_subject_alternative_name
SCT Su pport (Certiﬁcate Transparency) sage ssl_extension_elliptic_curves
fta ssl_extension_application_layer_protocol_negotiation
TLS 1.3 extensions .
formats ss|_extension_server _name

|

ssl _server _curve

ssl_extension_signature_algorithm

x509_ocsp_ext_signed_certificate_timestamp

ssl_extension_supported_versions

ssl_extension_psk_key_exchange_modes

ssl_extension_signed_certificate_timestamp

OCcsp_request

ocsp_request_certificate

OCSp_response_status

ocsp_response_bytes

ocsp_response_certificate

ocsp_extension




Client Server




client hello

(extensions)

ssl_handshake_message

ssl_change_cipher_spec

ssl_encrypted_data

ool

Client :

j Client hello ' \
Server hello ]<

Certificate

| N
gServer Key Exchgz N

<—‘ Client Kex Exchange
<—‘ Change Cigher Sgec

cinished

Server

server hello

(extensions)

x509 * events

ssl_handshake_message

Change CiBher Sgec ]—»

ssl_change_cipher_spec

= ‘

ssl_encrypted_data

ssl_encrypted_data
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Notary - Collected features

Available ciphers Timestamp
Analyzer Error Packet loss
Client & Server TLS extensions Selected cipher
Content length Server certificates
Connection history Server IP
Duration Server Name Indication
Client EC point formats DH parameter size

Send & received bytes Client & Server ALPN

Version
Hash(client session |ID)
Hash(client IP, server IP)
Hash(server session |ID)

Ticket lifetime hint
Client EC curve
Number Client Certs

TLS Alerts



Notary - Connections
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Notary - Certificates

45,000,000 -

40,000,000 -

5,000,000 -
0,000,000 -
5,000,000 -
0,000,000 -
15,000,000 -
10,000,000 -

3
3
2
2

S91e2IJ11499 JO JOqWINN

O_

5,000,000 -

Time






Coming of Age

Longitudinal Study of TLS Deployment

Coming of Age: A Longitudinal Study of TLS Deployment
P. Kotzias, A. Razaghpanah, J. Amann, K. Paterson, N. Vallina-Rodriguez, J. Caballero, IMC 2018



Major SSL attacks In the last years

BEAST

MITM attack against CBC cipher suites
in TLS 1.0 and earlier. The attack
exploits the reliance on predictable IVs.
Mitigated in TLS 1.1 and client-side;

use of RC4 encouraged.

RC4 attacks

Attacks exploit biases in the output of the
RC4 stream cipher to recover plain-texts that
are sent repeatedly, e.g. cookies or
passwords.

m m
R

Cryptographic timing attack against TLS
implementations using CBC mode. All CBC
ciphers are potentially vulnerable; best
counter-measure is to switch to AEAD and
TLS 1.2 which was ill-supported at the time.

W Heartbleed

Heartbleed is an OpenSSL bug allowing
attackers to obtain sensistive information
from process memory via packets that trigger

a buffer over-read.

Poodle

Poodle is a cryptographic exploits taking
advantage of the willingness of clients to fall
back to SSLv3 and the CBC mode padding in
SSLv3.

Freak allows a MITM attacker to downgrade
TLS connections to export-grade
cryptography. It is possible when a server

supports RSA_EXPORT and the client

requests an RSA cipher suite.

Allows an MITM attacker to attack
connections if the server supports
DHE_EXPORT and the client requests a DHE

cipher suite.

Sweet 32

DES and 3DES are vulnerable to a birthday-
bound attack on CBC mode, which makes it
possible for a MITM attacker to recover

plaintext from long-duration connections.



SSL Versions (negotiated)

RC4 no more
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RC4, CBC or AEAD (negotiated)

AEAD
— CBC
RC4

Type

Sweet32

POODLE

Lucky13
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4. (3)DES, AEAD (advertised)

RC

— AEAD

Sweet32

Lucky13
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Conns. advertising RC4
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TLS Fingerprints AEAD/RC4/(3)DES

— AEAD
RC4

— DES

— 3DES

RC4 no more
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Export/Anon/NULL advertised

— Anonymous
Null

— EXxport
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Negotiated RSA vs forward secret

Type

DHE
— ECDHE

RSA
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